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Cyber Kill Chain

Phases of the Intrusion Kill Chain

- —
V Reconnaissance )
Harvesting email addresses,

Pairing remote access malware with exploit into a conference ifermaton, etc
v Weaponization deliverable payload (e.g. Adobe PDF and Microsoft

Office fﬁs) < ‘‘‘‘‘‘‘‘‘‘‘‘ i

. Transmission of weapon to target (e.g. via email

b Dellvery attachments, websites, or USB drives)

~

Research, identification, and selection of targets RECONNAISSANCE

WEAPONIZATION

Coupling exploit with backdeor
into deliverable payload

i . Once delivered, the weapon'’s code is triggered, Detﬁm:?,ﬁ:ﬁ‘i:;ﬁ?;m
Exploitation

i The weapon installs a backdoor on a target’s system

Installation allowing persistent access !

vulnerability to execute
jictim's system

exploiting vulnerable applications or systems
out
'V Command & Control

providing “hands on keyboard access” inside the
target’s network.
The attacker works to achieve the objective of the COMMAND & CONTROL (C2)
Actions on Objective intrusion, which can include exfiltration or . Command channe for remote
\_ destruction of data, or intrusion of another target - manipulation of victim

81999970 https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain. htrivsaEiEEalics

With ‘Hands.on Keyboard access,
intructers accomplish their criginal goals
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Types of Attacks

Soclal Engineering

Denial of Service {DDoS)

an intrusion utilized

Malware Attack

This is icious
pro srupts or
damages the computer

Phishing
Bait is sent by the intruder,
often as an email ows
people to communicate their
information

SOQL Injection

Ahacker injects
hamnfu

vulnerability. Eavesdmpplng
Hackers monitor the platform's
traffic and the job it does

Usznaaeanislaudniglatues

. Social Engineering f® mﬂﬁﬂﬁiﬁumswaaﬂmmﬂﬂaiﬁlﬂmLmaﬁagaﬁlﬂummé’u

lo. Password Attack Ao nslafisjatiulufinmsalueniemainnsviasinuvosld

. SQL Injection Ae wrdiamslauAdildlunsunsndnds sQL Tugudeyaveaiulesivioueundiady

«. Eavesdropping f® Ww%é’ﬂ%uﬂaﬁﬁwa’“&damuﬁaqmams msdsdennunienisieaisnig
dumesiin

&. Phishing fie msnenenumasnasflilndnwedoyadiusniidfey Iimadaaonaisin Sua,
Jorny, visaiuluilasy

. Malware Attack Aie nMslauffildsondusiioasiiorans, Wlugdoaya, viserhaeseuuneNiimes
voadinung

ol Denial of Service (DDoS) Aonistauffiiitmuneifievilfszuundsniaes wiewnIevielyl

anunsaliusnsiamuun®
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Russia-Ukraine Cyberwar Participants 2022
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Source: https://github.com/curated-intel/Ukraine-Cyber-Operations
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Coordinated Russian cyber and military operations in Ukraine

April 19 February 28
2 Thre: r compromises a
Kyiv media company

Missile strikes Kyiv TV tower

March 1

STRONTIUM
network in Vi

Russian rockets strike TV tower in Vinnytsia

February 14
Odes:

a ikes hit fuel d
g plants around ﬁ Cyber Kinetic
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